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Abstract 

Cloud Computing is that the modern technology within the field of data Technology. It’s speedily 

turning into one amongst the foremost distinguished technologies owing to its growing and 

revolutionary nature in recent times. It assures to delivers a good vary of resources like versatile IT 

design, measurability, convenience, fault tolerance, process power, process platforms, storage and 

applications to customers’ utilizing net during a low price. On the opposite hand, there are 

numerous problems ought to be mentioned and one amongst the most important challenges faced by 

the Cloud Computing is security. This paper presents a more robust understanding of Cloud 

Computing and its security, and identifies the Cloud Computing mitigating techniques and their 

impact on security. 
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Introduction  

The Cloud Computing technology is rising 

speedily in recent times owing to its enticing 

features; it's applied extensively within the 

industrial community, businesses, shopper 

services, lecturers and government 

organizations [1]. Varied definitions are 

projected and accessible within the literature 

of Cloud Computing, and therefore the most 

acceptable of that is taken into account a 

regular definition given by federal technology 

agency National Institute of Standards and 

Technology shortly NIST: “Cloud Computing 

could be a model for sanctioning present, 

convenient, on-demand network access to a 

shared pool of configurable computing 

resources (e.g., networks, servers, storage, 

applications, and services) that may be 

speedily provisioned and free with negligible 

management effort or service supplier 

interaction” [5]. Cloud Computing is that the 

foundation of various options that are elastic, 

shared resources, vast measurability, pay as 

you go, and self-provision of resources, it 

makes novel progress in processors, 

virtualization technology, storage, broadband 

net association, and fast, economical servers 
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have combined to form the cloud a additional 

credible resolution [3]. The first objective of 

Cloud Computing is that the finest use of 

distributed resources, mingle them to realize 

higher turnout and be capable to resolve giant 

scale computation dilemmas [4]. supported 

government agency definition, the Cloud 

Computing has the subsequent main 

necessary characteristics: On demand self 

service, broad network access, resource 

pooling, speedy physical property, metered 

service and multi perseverance advocated by 

Cloud Security Alliance shortly CSA. There 

are 3 key modes of service that are package as 

a service shortly SAAS, solely the cloud user 

is chargeable for dominant configurations of 

the applications; platform as a service shortly 

PAAS, hosting of setting is be answerable of 

user; and infrastructure as a service shortly 

IAAS, the cloud user answerable of dominant 

all except datacenter infrastructure. Moreover, 

the four core readying models that are public 

clouds; that is accessible to all or any 

common public and or massive industrial 

organizations; community clouds, serve range 

of organizations or groups; non-public clouds, 

finite to a selected teams organizations; and 

hybrid clouds, a combination of 2 or 

additional clouds of readying model. Cloud 

Computing is speedily growing field since 

past few years, and its demand is 

comparatively increasing. The famed Cloud 

suppliers reachable within the market are 

Amazon, Google and Microsoft. IBM, Oracle, 

VMware, Eucalyptus, Citrix, sales 

department, Rack area are additional 

companies. The Cloud Computing is one 

amongst the many technical learning road 

platforms, the platform nevertheless to 

possess varied issues to be resolved; amongst 

that security is that the toughest obstacle to 

beat. Being the users of Cloud Computing 

platform, client’s information needs to be 

keeping within the cloud.  Its security could 

be a major issue to be controlled that plays a 

vital role of gaining and maintaining 

customers trust in Cloud Computing services 

and thence is significant for its development 

[2]. The Cloud Computing market is one of 

the fasted growing technologies and could be 

a terribly promising platform and can build 

additional impact on development of data 

technology [1].However, beside development, 

research, and application of cloud computing, 

the safety issues looked as if it would be a 

serious issue in its development. In cloud 

computing, or in any on-line atmosphere, a 

crucial element of robust privacy safeguards 

is security and is one in all the most important 

considerations among its user. The cloud 

users and cloud suppliers are showing their 

keen interest in Cloud Computing and each 

are willing to use it, with a condition that 

guarantees that, their knowledge and 

knowledge can stay confidential and guarded 

[6]. Cloud security is important and possibly 

the most important reason why organizations 

worry to maneuver their knowledge to cloud.  

Due to the cloud's terribly nature security is of 

specific concern. In knowledge operations 

and alternative doubtless vulnerable areas, 

security has become a priority for 

organizations mistreatment Cloud Computing 

and with their associated suppliers. The 

recognition of Cloud Computing is essentially 

as a result of the quality that varied enterprise 

applications and knowledge are entering into 

cloud platforms; even so, inadequacy of 

security continues to be the key hurdle for 

cloud implementation [7]. To know the need 

to remain the cloud secure, the not-revenue 

driven association is semiconductor diode by 

a wide coalition of business professionals, 

firms, affiliations and option key partner's 

Cloud Security Alliance (CSA) is made with a 

mission to push the work of the least difficult 
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practices for giving security affirmation at 

interims Cloud Computing, and to supply 

instruction on the employments of Cloud 

Computing to help secure every single option 

sort of figuring [8].  Worldwide Data 

Corporation instantly IDC a USA based 

research, investigation and consolatory firm 

led reviews in 2008 and 2009 thus, among 

senior business officials and IT experts 

identifying with the difficulties issues that 

essentially affect the execution of Cloud 

figuring predictable with the study 2008, 

respondents evaluated 74.6% to security and 

it indicates security is that the greatest 

concern rose in cloud benefit [9]. 

 Research Methodology 

This study is done to find possible answers 

for the analysis questions: what are the 

mitigating techniques being employed in 

Cloud Computing and what's their impact on 

security. The bulk of the prevailing analysis 

work has created mistreatment typical 

literature review that has low scientific price 

as a result of inaccurate and undue approach. 

During this analysis work, methodology 

named systematic literature review selected as 

a primary analysis method to review the 

prevailing literature regarding mitigating 

techniques and their impact on security. The 

flow of the research method used to find 

answer for research questions is shown in 

below figure. A scientific literature review 

may be a mean of distinctive, evaluating and 

deciphering all accessible analysis relevant to 

a specific analysis question, topic or 

development of interest and their primary aim 

is to create a search strategy to seek out the 

first studies associated with research queries 

[10]. 

 

 

 

 

 

 

 

 

 

 

Figure 1: Research Design 

Systematic reviews shall provides a cheap 

analysis of a search topic by means that of a 

reliable, correct and auditable methodology 

and it combines this add the way that's 

honest and gave the impression to be honest. 

a scientific review ought to be conducted 

consistent with the predefined search 

approach and this approach should allow the 

comprehensiveness of the analysis to be 

conducted. And there are varieties of key 

options that distinguish a scientific literature 

review from a traditional literature review. 

The SLR addresses the actual analysis 

question by shaping a review protocol; it 

defines search strategy that intends to find an 

oversized quantity of existing info associated 

with the analysis and also the Systematic 

reviews entail the factors of inclusion and 

exclusion to assess doable analysis study. So 

as to accomplish analysis objectives, 

Kitchenham systematic method and 

procedure is adopted [10]. An oversized 

variety of papers have elect that associated 

with the analysis queries revealed between 

2001 and 2013.  

Step 1: 

Literature Survey 

Step 2: 

Research Analysis 

Step 3: 

Outcomes 
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PICO criteria [10] are wont to make a case for 

keywords that have impact on this analysis. 

The PICO is a signifier that stands for 

Population Intervention Comparison 

Outcomes. It's criteria of inserting an enquiry 

strategy along that allows getting an 

additional proof primarily based approach to 

literature looking out.  

a. Populace: The populace might be any of 

the specific part, application and space. Amid 

this examination "Distributed computing" has 

picked as Population.  

b. Intercession: The mediation is that the 

device or innovation or method that addresses 

an unmistakable concern. Amid this 

investigation "Security" is a mediation.  

c. Examination: this is frequently the device 

or innovation or method with that intercession 

is being thought about. Amid this 

examination, we tend to don't appear to be 

correlation any of the innovation or system.  

d. Results: Outcomes are envisioned to 

identify with components of significance of 

particular device or innovation. Every single 

associated result should be express. Totally 

unique security challenges and their traded off 

qualities are the results of this examination. 

The subsequent search string was made and 

wont to realize the desired info throughout the 

SLR. (Cloud Computing) AND (security OR 

vulnerability* OR challenge*) AND 

(technique* OR method* OR framework* OR 

approach* OR model*)) and to make sure that 

the chosen papers are relevant to our analysis 

work. to spot the papers, the search was 

conducted from four databases that embody 

IEEE Xplore, Springer link, Science direct 

and Scopus exploitation search string. And 

study choice criteria spot the foremost vital 

studies that offer facts regarding analysis 

queries [10]. The factors of inclusion and 

exclusion are completed; to filtrate the papers 

that do contain the relevant and inapplicable 

info regarding analysis question. Initially a 

study choice criterion excludes the searches 

by title and abstract. The study choice method 

followed by processing the search consistent 

with outlined inclusion and exclusion criteria, 

that reflects the knowledge associated with 

Cloud Computing mitigating techniques and 

their impact on security.  

e. Inclusion criteria 

Studies providing the fundamental 

understanding of Cloud Computing 

surroundings, and importance of security in 

Cloud Computing surroundings; Studies that 

covering the Cloud Computing mitigating 

techniques that are getting used in cloud 

surroundings and additionally formalizing 

their impact on security. 

f. Exclusion criteria 

Studies that don't seem to be in English and 

studies that don't seem to be replicating 

security techniques and importance of 

security. 

Result and Analysis 

In recent years, the large quantity of analysis 

has been wiped out the realm of Cloud 

Computing. Within the method of SLR, we've 

got extracted one hundred papers relevant to 

satisfy the goals of the analysis from the big 

variety of papers revealed since the year 2001 

to 2013. Knowledge analysis is that the 

methodology of assortment and 

summarization the results of the studies. And 

these strategies are wont to structure the info 

properly supported the findings. In our 

analysis, the Narrative Analysis for analyzing 

the results is employed. Narrative analysis 
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Mitigating factors 

Mitigating
factors

may be a methodology of non-quantitative 

synthesis that represents the extracted info 

regarding studies ought to be tabulated in an 

exceedingly manner in keeping with the 

review queries. From the analysis, we've got 

known sixty five security techniques 

throughout the general literature review. The 

mentioned mitigation techniques have sturdy 

impact on the Performance, Security, 

Efficiency, QoS, Privacy and Access 

management of Cloud Computing. 

The mitigation techniques somehow improve 

the general services in Cloud Computing 

surroundings a number of the usually used 

security techniques that are known in SRL are 

Role-Based Access management (RBAC), 

Identity-Based Authentication (IBA), 

Advance secret writing normal (AES), Triple 

knowledge Encryption normal (DES) and 

DES, Intrusion Detection System (IDS), 

Public Key based mostly Homomorphic critic 

with Random Masking, Third party auditor 

(TPA), The Service Level Agreement (SLA), 

and trusty Platform Module (TPM). The 

result's shown in below figure. 

 

Figure 2: Impact of Mitigating Techniques 

 

 

Conclusion 

Cloud Computing is showing joined of the 

quickly adopted technologies within the 

computing field of knowledge Technology 

and it provides plentiful potential benefits; 

despite security is that the prime thought. 

Cloud computing mitigating techniques are in 

nice thought by sizable amount of services 

and large challenge for the stakeholders 

throughout their technique of identification. 

Kind the systematic literature review it's 

noted that Cloud Computing within the future 

can result leading and versatile transactions of 

knowledge despite of security problems. 

Because it provides the user with versatile 

services, simple, individual access 

management to the cloud services. 

Throughout the SLR, the satisfactory range of 

mitigating techniques in Cloud Computing 

has known are tabulated in systematic 

technique. Few of the wide used security 

techniques that are recognized in SRL are 

Role-Based Access management (RBAC), 

Identity-Based Authentication (IBA), 

Advance encoding normal (AES), Triple 

encoding normal (DES) and DES, Intrusion 

Detection System (IDS), Public Key based 

mostly Homomorphic critic with Random 

Masking, Third Party Auditor (TPA), The 

Service Level Agreement (SLA), and trusty 

Platform Module (TPM). and also the impact 

of those mitigating techniques on 

Performance, Security, Efficiency, Quality of 

services, Privacy and Access management 

services of Cloud Computing  are mentioned: 

a pair of and it comes across that security has 

major and robust impact among known 

services, and it's the key concern amongst 

researchers, users and suppliers of cloud 

computing. If it's needed to exchange counsel 

between a browser and an internet server, 

encoding is a lucid means that for secure 
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communication and applicable encoding of 

knowledge and transmission is crucial. The 

protection problems in Cloud Computing are 

perpetually one in all the most analysis topics 

for researchers and developers to analyze the 

suitable solutions each time. within the future 

there's would like of any investigation, Cloud 

Computing security problems  are burning 

and key problems for researchers and 

developers to search out the acceptable 

answer perpetually. And it's suggested that 

there ought to realize a most favorable and 

correct security solutions for the precise 

services within the Cloud. And within the 

future the analysis is continue by proposing, 

Cloud Computing security compromised 

attributes is known and also the most 

threatening compromised attribute to the 

Cloud Computing is projected. 
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